
  

Artificial Intelligence and Healthcare Billing 

 

Ashima Kumar 

University of San Diego 

Hahn School of Nursing and Health Science 

HCIN 546 – Health Care Informatics Capstone 

Dr. Tony Rosales 

October 21st, 2024 

  

  

  

  

  

  

  

  



Artificial Intelligence and its Potential Impact on Healthcare Billing Audits 

Healthcare billing plays a significant role between healthcare providers, patients, and insurance 

companies, ensuring that medical services are appropriately billed and verified. An important 

document that displays this are uniform bills (UB-04) and itemized bills which are detailed lists 

of the medical services and how much they cost. However, these billing systems often have 

many discrepancies including inaccurate data, keying errors from providers, and incorrect 

medical services which can result in financial strain and delayed payment for both the healthcare 

biller and the payer. In addition, the complexity of itemized bills and medical documentation has 

made the billing process more difficult for auditors who are looking to adjust for fair pricing. 

Artificial Intelligence (AI) offers a robust solution to these challenges medical auditors and 

health insurance companies face. By using the ability to automate repetitive tasks such as data 

entry, improve billing efficiency through predictive insights, AI can help change the scope of 

healthcare billing and reduce costly errors. This capstone proposal intends to explore the role of 

AI in medical bills and its opportunities and challenges faced in the healthcare industry. The goal 

is to understand how AI can help improve billing practices and save time for healthcare 

organizations through cost-saving measures. The role of AI acts as a supplemental feature and 

not a complete replacement of human work as the development of AI is still ongoing. 

Uniform bills also known as the UB-04, are standardized bills that healthcare facilities use to bill 

insurers and other payers for patient care. These documents are standardized and project as the 

final bill for the party to pay. On the other hand, itemized bills are detailed charges listing every 

item including medical procedures, medications, laboratory tests, and other healthcare related 

expenses. Both of these forms are financially significant as they determine the amount that will 

need to be paid. However, the manual process of going through these claims is prone to human 



error. These errors can result in incorrect claim amounts, which can lead to delays in payment or 

denials. In addition, itemized bills widely vary by facility and can in turn become complex and 

overwhelming for patients to understand. This can cause confusion and mistrust of healthcare 

providers through lack of communication and unfair pricing. 

One of the primary ways AI can improve healthcare billing audits is automating the extraction of 

data from itemized bills and UB-04 forms. These algorithms can rapidly scan the data and can 

flag discrepancies for further review. Research shows that using machine learning and data 

extraction reduces the time auditors spend on manual data entry and more time to focus on 

interpreting results (Ghassemi et al., 2020). For example, an AI system can classify charges from 

itemized bills and can further cross reference them with corresponding codes on the UB-04 form 

to ensure consistency. This level of automating helps reduce the risk of human error and ensures 

greater consistency (Johnson et al., 2018). 

Proposed Framework for AI Integration in Billing Medical Audits 

Accurate data is essential for AI to function efficiently in healthcare billing audits. One of the 

first steps for integration is access to billing systems and clinical documentation to perform a 

comprehensive analysis as well as to collect data. Additionally, utilizing predictive models and 

historical data to identify high risk claims and can help provide accurate prediction of potential 

errors (Bright et al., 2019). It is also important to incorporate guidelines such as InterQual 

Criteria which are evidence-based guidelines that auditors can use to justify that services billed 

to insurance are justified. AI-driven tools can integrate InterQual criteria automatically review 

clinical data and determine if treatments are meeting medical necessity requirements. This would 

involve a medical auditor using an AI-powered tool to upload patient data and the system would 



cross-reference that information with InterQual Criteria to determine whether a specific 

treatment or procedure was warranted. 

Once AI systems have been integrated with guidelines, the next step would be to automate 

routine audits through compliance checks. The design would include real-time alerts to auditors 

when there are potential errors in billing codes, mismatches between diagnostic and procedure 

codes, and flagged charges for services that are not accurate or applicable to the claim. Another 

key factor would be to automate data entry processes from the itemized bill and UB-04 bills to 

create reports and flag potential denials before they occur. 

 Predictive Analytics for Fraud Detection in Auditing 

Fraud detection is another sector where AI can improve healthcare billing auditing. By being 

able to analyze historical billing data, AI algorithms can identify patterns of fraud such as 

upcoding which is billing for more expensive services that were not actually provided. Another 

detection of fraud would be unbundling, which is billing separately for services that should 

actually be billed together such as medical supplies that should be included in a patient’s room 

and board (Zhang et al., 2020). Predictive analytics can help alert auditors to potential fraud and 

can be integrated with other data channels such as electronic health records or payer databases. 

This approach allows medical auditors to detect fraudulent patterns in a quicker and more 

efficient way. 

A study by Zhang et al. (2020) showed how AI-based models detect upcoding and fraudulent 

claims with a higher accuracy rate than manual audits. In this study, predictive analytics helped 

with early detection of fraudulent items, resulting in a 15% reduction of fraudulent payments 

over a one-year period (Zhang et al., 2020). Additionally, utilizing other data sources such as 

EHRs and payer databases can help identify fraudulent claims by comparing billed services with 



historical trends in billing practices (Johnson et al., 2018). Furthermore, an AI system trained on 

past claims can recognize patterns, such as frequent procedures that are often subject to 

upcoding. AI can flag suspicious claims for further investigation which can ensure faster 

intervention for auditors. 

Predictive analytics also plays a role in generating risk scores for claims. Claims with higher risk 

scores can potentially indicate a greater likelihood of fraud which can be flagged for a faster 

audit. This would help medical auditors focus on high-risk claims to focus on cost saving 

measures. A study conducted by Verma & Ahuja (2020) showed how AI-based predictive 

analytics to focus on higher risk audits in hospitals. The analytics system applied risk scores on 

claims based on previous data and alerted auditors to higher upcoding and unbundling cases. The 

results revealed a 20% increase in the identification of fraudulent claims and a 30% reduction in 

audit processing (Verma & Ahuja, 2020). As AI continues to evolve, these helpful tools can help 

aid medical auditors to increase accuracy and ensure higher cost-savings on claims. 

Artificial Intelligence as a Clinical Decision Support Tool for Auditing 

An important concern in healthcare billing audits is incorrect coding, which can result in denied 

claims and reduced reimbursements. With the assistance of AI technology, a Clinical Decision 

Support (CDS) tool can be implemented to help detect utilization reviews such as overviewing 

medical necessity guidelines and providing alerts to auditors while in the EHR. Creating a CDS 

tool that is machine learning based that can inform auditors when certain procedures are not 

necessary based on medical necessity guidelines (Verma & Ahuja, 2020). Without auditing 

mechanisms in hospitals, healthcare providers risk delivering unnecessary services such as lab 

tests, incorrect procedures, and prolonged hospital stays. This can increase costs and also put 

patient safety at risk and additionally complicate hospitals that participate in value-based care 



programs where financial reimbursement is tied to quality metrics and cost-efficiency (Bright et 

al., 2019). 

AI powered systems can look at clinical guidelines and alert the auditor to any utilization 

guidelines by suggesting corrections and providing real time feedback. For example, AI can 

analyze diagnostic and treatment information from EHRs and reference it with billing codes to 

ensure medical services and billing codes are consistent. Another instance is utilizing an AI-

based CDS tool to alert auditors for any missing elements in order reduce the risk of non-

compliance when auditing. Furthermore, AI driven CDS tools can also be helpful for clinicians 

to make sure any diagnostic tests or procedures are medically necessary. If the order does not 

follow guidelines, the system can flag it for review and provide an alert to the clinician to help 

prevent unnecessary costs. These interventions can help reduce high utilization and contain 

resources more effectively. 

Examples of AI powered systems in Healthcare Billing 

University of Pittsburgh Medical Center (UPMC), integrated AI into its billing audit system to 

enhance coding compliance. This organization needed to find a way to ensure accurate billing 

and continue to stay compliant with regulations. UPMC implemented an AI system that 

incorporated natural language processing (NLP) to analyze clinical notes and compare them with 

billing codes in order to identify discrepancies (Chen, 2020). The tool was able to flag incorrect 

documentation that could potentially lead to billing errors, which helped auditors to correct 

issues before claims were submitted. The results of this implementation led to a 20% 

improvement in coding accuracy which significantly reduced coding errors. In addition, the 

auditing process became more efficient, reducing the time auditors spent on routine reviews 

utilizing AI (Chen, 2020). 



Another organization that utilized an AI-based system was Anthem health, a well-known insurer 

in the United States. Anthem implemented machine learning models to help detect suspicious 

billing practices on medical claims (Schwartz, 2020). The AI system was continuously trained 

based on past billed claims and flagged unusual instances such as high charges for routine 

services, duplicate billing, or inconsistencies in codes compared to documentation. The results of 

this AI system helped Anthem detect over $100 million in fraudulent charges within the first 

year of implementation (Schwartz, 2020). In addition, auditors were able to save a lot of time 

with claim reviews without sacrificing accuracy. Anthem’s focus on fraud detection also helped 

reduce costs associated with fraudulent claims, an important takeaway within medical auditing 

(Schwartz, 2020). The use of AI for fraud detection helps demonstrate the vast benefits of AI in 

complex patterns of billing data and increasing accuracy and efficiency in claim reviews. 

Compliance and Security with AI technology 

Healthcare billing audits need to be compliant with current regulations specifically around 

patient privacy and data security. It is important for auditors to remain compliant with the Health 

Insurance Portability and Accountability Act (HIPAA) and maintain security of patient data 

when implementing an AI system. Compliance is essential to avoid security breaches as well as 

prevent legal issues to ensure patient data is protected. To achieve this, AI systems must be 

regularly updated with current guidelines and incorporate compliance checks to check that audits 

are consistently adhering to regulations. Furthermore, integration of AI into healthcare billing 

audits can be programmed to incorporate the latest regulatory changes to ensure that audits 

remain compliant with new policies. AI systems can keep comprehensive audit logs during 

billing review to solidify transparency and demonstrate compliance. 



As healthcare is evolving to a more technological standpoint, protecting sensitive data from 

breaches and cyber-attacks is crucial. Ai systems handle large amounts of data which can be 

prone to hackers. To ensure data security, billing systems must incorporate advanced encryption 

controls such as multi factor authentication (MFA) and monitoring any suspicious activities. 

These include unauthorized access attempts and unusual data access to users that are not 

currently authenticated. Organizations must guarantee that AI does not expose protected health 

information (PHI) to unauthorized users or external parties. In addition, healthcare organizations 

must prioritize compliance with security of patient data in order to prevent security breaches and 

align with current healthcare regulations. 

SWOT ANALYSIS 

STRENGTHS 

Advanced AI technology 

that improves conversion 

accuracy and efficiency. 

Ability to convert large 

scale Itemized bills 

automatically with 

minimal cleaning. Fraud 

detection and prevention 

on identifying anomalies 

in claims data. Aids as an 

assistance tool with 

correct coding and 

preventing overbilling in 

medical claims. 

  WEAKNESSES 

High development and 

maintenance costs for AI 

technology. Potential issues 

with complex or poorly 

scanned documents. 

Dependence on continuous 

technological 

advancements. AI 

technology reliance may 

lead room for error. 

Integrating AI with existing 

systems such as EHRs and 

billing systems can be 

challenging. Training staff 

can pose workflow 

disruptions. 

  

  



OPPORTUNITIES 

Fraud detection systems 

help auditors and 

insurance companies to 

avoid unnecessary 

payments. Potential to 

address errors in billing 

before claims are 

submitted to insurers. 

More precise billing 

practices and appropriate 

reimbursement through 

utilization review systems. 

Predictive analytics allow 

auditors to focus on high-

risk claims and improve 

compliance. 

THREATS 

Rapid technological changes 

requiring constant updates. 

Data privacy and security 

concerns where AI system 

process vast amount of 

sensitive patient data, risk of 

breach could lead to 

violations of HIPAA. 

Changes in data privacy 

laws and regulations that 

may impact how data is 

processed and stored which 

can potentially require 

constant updates to comply 

with legal standards. 

  

Conclusion 

The SWOT analysis of AI integration in medical billing audits highlights the strengths and 

challenges associated with utilizing this technology. Improved efficiency and accuracy with the 

audit process by helping to reduce human error are the main strengths. In addition, predictive 

technology can also offer more target audits and helps prevent overbilling in medical claims. 

However, high initial costs can pose a significant challenge for a healthcare organization. The 

integration of a completely new system into an existing EHR is not only a significant investment, 

but also requires support from existing staff, including training sessions and adapting to new 

software. In addition, AI cannot fully replace human auditors especially when complex cases 

occur. Furthermore, with investment from stakeholders and auditors, the opportunities presented 

by AI are expansive. The utilization of AI can help improve compliance by aligning to regulatory 

changes by automatically updating systems based on changes in CMS policies. Despite these 



opportunities, certain threats must be carefully observed. AI systems must be built with security 

as a top priority to protect sensitive patient information. As regulations around AI in healthcare 

are consistently changing, organizations must stay up to date to be compliant with regulations. In 

conclusion, utilizing AI in medical billing can revolutionize medical billing through higher 

efficiency and ultimately higher cost-savings for healthcare organizations. 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

  

References 

Bright, T. J., Wong, A., Dhurjati, R., Bristow, E., Bastian, L., Coeytaux, R., & Lobach, 

D. (2019). Effect of clinical decision-support systems: A systematic review. Annals of 

Internal Medicine, 157(1), 29-43. 

Chen, A. (2020). AI drives coding accuracy and compliance at UPMC. Becker’s Hospital 

Review. https://www.beckershospitalreview.com 

Ghassemi, M., Naumann, T., Schulam, P., Beam, A. L., Chen, I. Y., & Ranganath, R. 

(2020). Opportunities in machine learning for healthcare. Nature Biomedical 

Engineering, 4(6), 511-523. 

Johnson, A. E. W., Pollard, T. J., & Shen, L. (2018). MIMIC-III, a freely accessible 

critical care database. Scientific Data, 5(1), 180. 

Schwartz, E. (2020). How Anthem uses AI to tackle $100 billion problem of healthcare 

fraud. Fast Company. https://www.fastcompany.com 

U.S. Department of Health and Human Services. (2013). Health Insurance Portability 

and Accountability Act of 1996 (HIPAA). https://www.hhs.gov/hipaa/index.html 

Verma, S., & Ahuja, A. (2020). Application of artificial intelligence in healthcare billing 

and fraud detection. Journal of Medical Economics, 23(9), 937-945. 

Zhang, Z., Jin, Y., Zhu, X., & Cui, Z. (2020). AI-powered healthcare billing: Optimizing 

revenue cycles and reducing errors. Healthcare Informatics Research, 26(3), 201-209. 

https://doi.org/10.4258/hir.2020.26.3.201 

  

https://www.beckershospitalreview.com/
https://www.beckershospitalreview.com/
https://www.fastcompany.com/
https://www.fastcompany.com/
https://www.hhs.gov/hipaa/index.html
https://www.hhs.gov/hipaa/index.html
https://doi.org/10.4258/hir.2020.26.3.201
https://doi.org/10.4258/hir.2020.26.3.201
https://doi.org/10.4258/hir.2020.26.3.201
https://doi.org/10.4258/hir.2020.26.3.201


  

  

  

  

 


